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Chapter 1: Introduction

© 2004 Piravi Software Solutions. All Rights Ressty
Legal Issues you should always know.

Every geographical region in the world has its atnct rules on surveillance practices
like computer based monitoring of data or actigitisn some regions, usage of computer
surveillance software or monitoring software is sidered illegal or criminal violation
and is subjected to heavy penalties if convicted.afficourage users to download and use
our products with YOUR OWN RESPONSIBILITY and udgeunder the rules and
regulations of your region. Piravi Software Solamr Piravi.com DO NOT neither take
nor admit any responsibilities on the event of sushge of our software by any one
violating such laws. Piravi.com will not accept amgponsibilities for any of your legal
or illegal activities in congestion with our softvea

Computer Monitoring Overview

Super Silent Monitoring offers the easy to useddol Parents, System Administrators
and Employers to effectively monitor their childr@mployees and clients on a real time
basis through the network, wireless or internetheation. Two components are required
for this technology to work. First one is the Siléhanager Software which you must
install on your computer. This software will letwy@onnect to the target computer and
watch or save their webcam and desktop images landisten to the microphone. The
second one is Silent Client Software, which you tmastall on the target computer in
order to make the target computer to be monitof8dth software can run in
hidden/stealth mode that normal uses won'’t detest

Silent Client Software

This manual is for the Silent Client Software. Thisgram runs in a hidden mode on the
target computer. This software accepts network ection from the Silent Manager and
sends the Webcam & Desktop pictures and the Mi@ophaudio in real-time through
that network connection. This software does notaisegh amount of CPU power but
runs on a very less noticeable CPU utilization.

There is no graphical user interface for this paogthan a tiny little settings window that
you can popup by pressing a secret short cut keybowtion on the keyboard. The
default key combination ISTRL+ALT+SHIFT+F11 twice.

Please read the rest of the documentation on howstall, uninstall, setup the Silent
Client on a target computer before trying to manib@m.
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Chapter 2: Installing Silent Client on a target computer

In order to monitor a computer using the Supern®ilanager, you must install the
Silent Client on the target computer. Without doigs step, you will be unable to
connect to the target computer.

There are three ways you can install Silent Clena target computer.

They are:
* Email Based Installation.
» Direct Installation via CD or thumb drive or dowabtbfrom our site.
* Remote Installation through network.

Details on each method are given below:
2.1 E-mail Based Installation (Silent)

Email based installation is very simple. First, yoaate an attachment of the Silent client
install, stamp your email address to it and send the target computer via your email.

Once they download and run it, it will silently ialf the Silent Client in the background.

No message will be shown on their screen. It wibagenerate a random password for
that Silent Client and sends that password withr yonail address to Piravi.com Name
server. It will also be trying to connect back wwuy Silent Manager computer every 5
minutes in case you are unable to connect to it.

Here are the step by step procedures on how tallirtee Silent Client on a target
computer via email.

» After installing the Silent Manager on your PC, oplee Silent Manager and click
on the ‘Computer’ menu and select ‘Install Supéer&iClick via Email”.

» (For security reasons you must be a registeredndied) user to perform emalil
based installation).

* The system will show your email address on theescre

» Click on ‘Make Email Attachment’ button.

» After making theSlent Client install package as an email attachment, the
windows explorer will be open with the folder whehe attachment is prepared
and saved.

* Now compose a new email message and attach teabfiyjour email and send it
to the person on the target computer and ask himohapen the attachment.

* Once they download and open the attachment fronn émeail, it will silently
install the Silent Client on his/her PC.

* The attachment will have your email address stangpei. So that, when it gets
installed on the remote computer it will automdticapdate its IP address on the
Piravi.com name server associating to your emaitess.
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* A random password will be generated and set ometmote computer and it will
be transmitted to the Piravi.com server. You cataialthis password by going to
http://www.piravi.com/getpassword.html

* In less than 10 minutes the name of the target atenpvill be visible in your
Silent Manager Computer list panel on the left siieen you can click on
connect button and once connected you will be d@blemonitor the target
computer.

* Some times the firewall/router on the remote compuwtill block you from
connecting to it. Remember, in that case, the tacgenputer will also try to
connect back to your Silent Manager PC every 5 tasun order to accept that
connection you must enable the ‘accept reverse emtiom’ checkbox on your
Silent Manager. SeéEnabling Reverse Connection to pass through firewkd
section in this document for details.

2.2 Direct Installation using a CD/thumb drives or download from our
site.

Direct installation is very simple. Just downlodw tSilent Client Installation file from

our website and save it to a CD or your thumb dri¥®u can also save it to a network
drive or any file storage medium). The name offtleeis Silent_Client_Install.exe and it
is available for downloading attp://www.piravi.com/silent/Silent_Client Instake

» Go to the target computer
* Insert the CD or thumb drive and Open the Silener@! Install.exe
* Follow the steps; the Installation should be fiegin about 20 to 30 seconds.

c4 Super Silent Client Setup

This program will automatically install the Silent Client,

This program will capkure the screen images, webcam images
and microphone audio and send bo wour computer, This is an
hidden program and normal users won't deteck i,

{Press CTRL+ALT+SHIFT+F11 to display the settings
window after the installakion, )

Simple; Secure and Silenk

Click install ko start. ..

| Inskall | [ Cancel I

* Once installed you will be asked to set a password.
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Before leaving the target computer please do thewing to ensure to easily establish
the connection to that target computer from ther§iManager.

» If the Silent Client Settings window is alreadys#d or disappeared then press
CTRL+ALT+SHIFT+F11 twice, the window will reappedut first you will
have to enter the password that you just set.

Enter Password: §|

Enter Password: | |

Ok | Cancel |

* Itis recommended to enter your email addressarnrthut box and click on the
following check marks before leaving the target pater.
0 | want to access this computer from the Internet as abc.piravi.com.
o Automatically open port #13917 on the Internet Sharing Router here.
0 Let thiscomputer connect back to me where | run the Slent Manager.

< Super Silent Client - Yersion 2.12.4.187 [Setup]

Silent Client is Running!

[ Please open port 13917 on your firewall and router ]

IP address for Local area network: 192.168.1.91 Port: 13917

IP for Internet: 209,117 .160.3 OR JOHMS-PC . piravi.com Port 13917

Access through the Internet - (Optional)

&t email if vou are a redistered user: | johns@damain.com
[¥ 1want to access this computer from the internet as JOHMS-PC, piravi.com

[w Autamatically open part #13917 on the Internet Sharing Router here.

IV Let this computer connect back ko my computer where I run Silent Manager,
Test reverse conM
Shortcut key to See this Windaw is CTRL + &LT + SHIFT + -

Finish Setup |

Uninstall | Change Listening Port Mumber | Change Password

* Make sure you excluded the Network ports showhénSilent Client’s settings
window in your Firewall as well as in your intermetiter. The default the ports
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used are 13917 (TCP) and 28371(UDP). Exclude theboth UDP & TCP
protocols on your firewall software and internaftey.

2.3 Remote Installation via the network (Silent)

Remote Installation means installing the Silene@ion a computer that is on your local
area or wireless network but without physically gpinear to it. This option only

available to the target computers with firewallatiked and windows administrative share
is enabled. You need to have the administratorvpask of the target computer to

perform this operation. Once you have the admmiise password of the remote
computer.

* Open Silent Manager. If that target computer namenat showing in the
computer list of your Silent Manager then you sHdoelick on ‘Add Computer’
toolbar icon and manually add the target compugenento your computer list and
click *Add this computer'.

* Once the target computer name comes to the conspligerright click on it and
select Install Silent Client Remotely from the popup menu.

* Once the remote installation window pops up theteretihe Administrative user
name (usuallyAdministrator ’) and the password of that admin user and click on
‘Install Silent Engine on the remote computerbutton.

* Usually the installation takes a minute or so. Twik be a silent installation on
the remote computer.

* Remote Installation would fail if the administratoas disabled the IPC$ share on
the target computer or if the target computer hfwewall that blocks any remote
administrative tasks. Remember, firewall is enabted most computers. So
remote installation method only works in 50% of tases.

Remotely Install Silent Client Engine On Sams-PC @

Remotely install the Super Silent Client Engine on the computers of wour children,
employees, spouse ot anybody withaut physically gaoing there,

You can only monitor those computers after installing the Silent Client.

Yfour Email adress: | john@dorain. com

Computer Mame: | 192,168,1,125

Admin Username on the remote computer;

Usually: "Administrator” o your Full name Administr atar

Admin Password to remote computer: | eessssssss|

This is the password that user enters
when hefshe logs inta that computer.

Install Silent Engine on the Remote Computer

‘ Cancel ‘
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If the message shows that the remote installatias successful then you will be able to
immediately connect to that target computer bykalig on the connect button. If the
message shows up dacorrect password, then that means a new random password is
being assigned to that computer by the Silent Cheal you will have to obtain that new
password fronttp://www.piravi.com/getpassword.html

2.3 Uninstalling Silent Client from the target computer

You should un-install the Silent Client from theget computer if you no longer need to
monitor them. You can uninstall the silent clienbrfi a target computer using two
methods.

Un-install locally:

* Go to the target computer and pr€3sRL+ALT+SHIFT+F11 twice.

* When the Settings window pops up, click aminstall’ button and press OK to
confirm.

* The un-installation will start immediately.

Un-install remotely:

* Open Silent Manager and connect to the target ctenpu

» Once connected, click on theemote Software Setting'sbutton.

* When the window pops up, click obninstall Remote Silent Client button.

» A silent un-installation process will start immetgilg on the remote computer.
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Chapter 3: Configuring Silent Client

Well done! Now you have installed the Silent Cliemt the target computer. The next
step is to setup a password to access the targgiuter and make sure the network ports
used by the silent client are not blocked by thewall.

3.1 Setting up a password for silent client after Manual Installation
After the manual installation you will be promptedsetup a password. Please make sure

that you choose a password that is not easily gbéssy others. Choose a password
with at least 5 characters long and a combinatfdaetters and numbers.

Silent Client Password @

Please always remember this password to connect!

ld Password: |

Mew Password: |

Confirm Mew password: |

Save | Cancel |

Please press Save once you enter a new password.

3.2 Disabling firewall for Silent Client network Ports

A "port" is a logical connection on a computerisitnot a physical port that you plug a
cable into; rather, it is like a virtual door irdadevice. Ports are used to separate data that
is being sent over the internet. For example, wyn connect to a website, port 80 is
used for the traffic to pass to and from your cotepulhere are more than 65,000 ports
that computers use to send and receive data. Silerit uses only a few of these ports,
listed below.

Silent Client uses TCP IP protocol to communicaith the Silent Manager. All Network

Ports used by the Silent Client are displayed enSitent Client settings window. Press
CTRL+ALT+SHIFT+ F11 twice to popup the settings daw. Add all these ports in

both TCP & UDP exclusion list on your router aneewall software. Usually the ports
are 13917 (TCP) and 28371(UDP). For security pwep@mndom port numbers might
have automatically picked by the install. So itrecommended to verify these port
numbers from the Silent Client’s settings window.
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It is recommended that you enable tHéPnP Port Forwarding” on the target
computer’s internet router settings. The will heifent client to dynamically tell that
router to forward the connections on those podsifthe internet to him. If you don’t see
a “UPnP Port Forwarding” on that router, then you can add these portsadRbrt
Forwarding” list of the internet routers “Application / Gamirggttings. Please refer the
user's manual of the internet router to see howotward these ports to the target
computer.

3.3 Enabling IP remembering Service

In order for you to use Silent Manager to connedhe target computer you will have to
have the IP address or the Host Name of that taxgeputer. On the internet, the IP
addresses are dynamic and changed every day. Te makasier for the users to
remember, we introduced the IP address remembseinvice.

The internet IP address of the target computer liysuaoks some thing like
202.165.132.198. This number changes so often tatidard to remember. In order to
connect to a target computer on the internet witlitsulP address is now became easy.
Just enable IP remembering service on the targepuater’'s Silent Client settings.

Once enabled, the Silent Client on the target cderpuill send its internet IP address to
www.piravi.com’s DNS server every 15 minutes and associate thatitl? the easily
remember able alias name. Esgams-pc.piravi.com So now you can connect to that
computer using its alias name rather than its IBres$. If the name of the target
computer issams-pcthen you should ussams-pc.piravi.comwhen trying to connect to
the PC.

How to enable the IP remembering Service on atarget computer

* Go to the target computer and pr€3RL+ALT+SHIFT+F11 twice.

* When the Settings window shows up, enter your eadress in the email input
box. This must be the email that you used or va# in the future to purchase the
license key.

» Click the check box next t8 want to access this computer from the internet
as ‘sams-pc.piravi.com’.

» Also, click the check box next toAtitomatically open port ### on internet
sharing router here”. So that router will allow connections from the nmtet.

* Click on ‘Finish Setup’

Once it's done, the silent client on the target patar will send its Internet IP address to
www.piravi.com’sName server every 15 minutes. Now that part islove
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3.4 Enabling Reverse Connection to pass through firewalls

If your target computer is inside a fire walledwetk that is administrated by some one
other than you then it's difficult to connect anamtor that target computer from the
outside world. In such cases you can utilize thvenge connection.

Here is how it works:

This feature in the Silent Client will try to connect back to your Silent Manager PC
every 5 minutes instead of the Silent Manager conngng the target computer.

Silent Manager sends its internet IP address to thBiravi.com every 10 minutes and

Silent Client retrieves that information from Piravi.com before initiating the reverse
connection. Simple and easy!

PIRAVI.COM
NAME SERVER

SendIP Adgrés Receive IPMAddres
Computer with Target Computer
Silent Manager » Silent Client
Running Establishe:Reverse Connecti Running

How to enable Reverse Connection

Things to configure on the target computer:
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L2 Super Silent Client - Version 2.12.4.187 [Setup]

Silent Client is Running!

[ Please open port 13917 on your firewall and router ]

IP address for Local area network: 192.168.1.91 Port: 13917

IP fFor Intermet: 209,117,160.3 QR JOHMS-PC.piravi.com Park 13917

Access through the Inkernet - (Optional)

& email if you are a registered user: | johns@damain, com

[¥ I wank ko access this computer from the internet as JOHMS-PC, piravi,com

v Aukomatically open port #1391 7 on the Internet Sharing Router here,

[v Let this compuber connect back ko my computer where I run Silent Manager,
Test reverse cunM
Shortcut key to See this Windaw is CTRL + ALT + SHIFT + -

Chanige Passward ‘ Finish Setup ‘

Uninstall | Zhange Liskening Port Mumber

* Please make sure that you have completed the 8&cfidDisabling firewall for
Silent Client network Ports’ before continuing

* Go to the target computer and pr€3RL+ALT+SHIFT+F11 twice.

* When the Settings window shows up, enter your teged email address in the
email input box.

» Also, select check box next toLét this computer connect back to my
computer where | run Silent Manager”.

* Click on ‘Finish Setup’

Configuration required on the Silent Manager side to accept the reverse
connections coming from the target computer.

* Open Silent Manager in your computer.

» Click on Tools menu then select Settings.

* When the settings window pop up then click on therieral’ Tab.
» Check the following check marks.
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Canneckions from target computers:

Accept reverse conections From karget computers ak port 28029

Motify when target compuer connects to me.
(select a notification bype in the options window)

* Press ‘Save Settings’

* Please add TCP port #8029 to your Firewall softwear@usion list. Please also
add this port to your router port forward settingéis will make the reverse
connection from the target computers to be reaehablthe Silent Manager
software on your PC.

Wow, you are done! Yes, now wait for another 5 rtesuand you will see that the target
computer is connected to the Silent Manager! Tha ext to the connectiorofile of
that target computer will go to green when theg¢aopmputer connects to E &

3.5 Testing reverse connection before leaving the target
computer

Once the above steps are done and still you argetbhg reverse connection from the
target computer then you will need to go back @ tirget computer and do a reverse
connection test. Here is how to do this is.

* Go to the target computer and pr€3RL+ALT+SHIFT+F11 twice.
» Click on ‘Test Reverse connectidrbutton and wait.
* A message will be displayed when the test is cotaglel he result will be shown.

Here are the possible reasons why a reverse coomeabuld fail.

1. You might not have excluded the Network Portst tBilent manager is
using in your Firewall or router.
. Target computer is not connected to the netwotke Internet.
. Silent Manager Computer is not connected tongte/ork or Internet.
. Silent Manager Computer is powered off.
. Silent Manager Program is not currently runrongyour PC.
. Reverse connection accepting is not enabledhé Silent Manager’s
settings. (See the steps above)
. Port #8029 is not excluded in the firewall Pextlusion list at the Silent
Manager computer.
8. Port #8029 is not excluded in the router’s fiaéiPort exclusion list at the
Silent manager computer.
9. Port #8029 is not being forwarded from the Rotdethe Silent Manager
computer. Please visiip:/mww.portforward.com/english/routers/port arding/routerindex.htm

OO WN

\'
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page to see the detailed instructions on how twdaol connections on
router’s port #8029 to the Silent Manager PC.
3.6 Reset the Silent Client Password on the target computer.

In order to reset the password on a target compyerwill have to go to that computer
and follow these instructions:

* Go to the target computer and pr€3RL+ALT+SHIFT+F11 twice.
* When password is being asked, click on the ‘Rd3etfon three times.

Enter, Password: §|

Enter Password: |

Ok | Cancel ‘

* The password reset form will be shown.

Password Reset Form

X)

Skep 1:

To Reset password go ko htkp: f fua, piravi.comfreset, html

RESET ICx | 1765-7415574

Computer Marme: | JOHMS-PC

Step 2: (Once you receive the approval number in wour email)

Approsal Mumber: |

| Reset Password | Cancel ‘

* Go to http://www.piravi.com/reset.ntmbnd enter the RESET-ID to get the
password reset approval number. The password aggebval number will be
emailed to you instantly. Enter the approval numfsem your email to this
password reset form in order to complete the n@setess.
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Chapter 4: Troubleshooting

Please refer to the Silent Manager Users Manuadigbteshooting section for possible
connection issues and solutions for it.

If you have a question that is unanswered pleasgl @ atsupport@piravi.com

Please visihttp://www.piravi.com/help.htmior all other product help documentations.
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